HEADQUARTERS
UNI TED STATES EUROPEAN COMVAND
UNI T 30400, BOX 1000
APO AE 09128

STAFF MEMORANDUM
NUMBER 25-7 11 August 1997

SECURI TY

Joi nt Code Wrds, Ni cknanes and Exercise terns
( SHORT TI TLE—NI CKA)

1. Summary. To prescribe policies and procedures concerning the use of
j oi nt wor ds, nicknanes and exercise ternms within HQ USE

2. Applicability. This Staff Menorandum only applies to HQ USEUCOM
directorates and staff offices.

3. Internal Control Systens. This Staff Menorandum contains no internal
control provisions and is subject to the requirements of the internal
managenment control program For HQ USEUCOM and subordinate joint

activities, the applicable internal control directive is ED 50-8,
I nternal Managenent Control Program

4. Suggest ed | nprovenents. The proponent for this Staff Menorandum is
the Exercise Division, Operations Directorate. Suggested i nprovenents
should be forwarded to HQ USEUCOM ATTN. ECI37, Unit 30400, Box 1000,
APO AE 09128.

5. References.

a. DoD Regulation 5200.1-R, subject: Information Security Program
Regul ati on, June 1986.

~b. JCS Pub 1-03.19, Change 11, Chapter 4, dated February 90, subject:
Joint Reporting Structures General Use/M scell aneous(U).

C. DOD Manual 8910.01M “DOD Procedures for Managenent of Information
Requi renents,” Novenber 1986.

d. CIJCS Manual 3150.29, CCDE WORD, N CKNAME, AND EXERCI SE TERM REPCRT
(SHORT TITLE--NICA),” 1 February 1996.

6. Definitions.

a. _ Code Woird. A single word assigned a classified neaning by
appropriate author|t¥_to ensure proper security concerning intentions and
to safeguard information pertaining to actual mlitary plans or operations
classified as Confidential or higher. A code word shall not be assigned to
test, drill or exercise activities. A code word is placed in one of three
cat egori es:

This Staff Menorandum supersedes SM 25-7, dated 6 Mar 91.
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(1) AVAILABLE. Allocated to USCINCEUR by Joint Staff. AVAI LABLE code
mogds individually wll be wunclassified until placed in the ACTIVE
cat egory.

(2) ACTIVE. Assigned a classified neaning and currently in use.

(3) CANCELED. Formerly ACTIVE but discontinued due to conprom se,
suspected conprom se, cessation, or conpletion of operation to which the
code word pert ained. CANCELLED code words will be regraded CONFI DENTI AL
?nd ;e?aln inactive for two years, then be returned to the ACTIVE inventory

or future use.

b. Nicknane. A conbination of two separate unclassified words which is
assigned an unclassified meaning and is enployed only for unclassified
adm ni strative, norale, or public information purposes.

c. Exercise Term A conbination of two words, normally unclassified,
used exclusively to designate a test, drill, or exercise. ~An exercise term
is enpl oyed to preclude the PQSSIbIlIty of confusing exercise directions
wi th actual operations directives.

d. UsinP Agency. A directorate or office of HQ USEUCOM whi ch has
requested allocation of a joint code word, nicknane, and exercise term
The usi ng agencY assigns a classified nmeaning to code word or exercise
term or an unclassified neaning to a ni cknanme or exercise term

e. Joint Usage. Activities, operations, and organizations in which
| enents of nore than one Service conponent of USE partici pate under
irectives from HQ USEUCOM

f. Assigning Authority. Operations Directorate, HQ USEUCOM ECJ3, for
all joint usage of code words, nicknames and exercise ternmns.

7. GCeneral

a. JCS instructions make USCI NCEUR responsi ble for the use and
aggl nment of joint usage words, nicknanes, and exercise terns within

b. USEUCOM conponent commrands requiring code words, nicknames, or
exercise terns for use in operations involving only el enments of their
service will be directed to request these through Service channels.

~c. The Exercise Division, ECI37, within the HQ USEUCOM Qperati ons
Directorate, ECJ3, is responsible for SM 25-7.

e
d

8. Policy and Procedures.

a. Code Wirds. The Joint Staff is responsible for allocating code
words or bl ock of code words to DOD conponents. DOD conponents may
reall ocate avail abl e code words to their organizations in accordance with
i ndi vi dual Service policy and procedures subject to rules provided in the
ref erences above.

(1) The Code Word Action officer (CQANO, erations Directorate, HQ
USEUCOM ECJ3, is designated cogni zant officer for HQ USEUCOM and is the
central point for control, assignnent and issuance of code words, and

reporting usage to the Joint Staff.

(2) The CWAO, ECJ3, will mainta
bl ocks assi gned by the Joint Chiefs
a
I

in records on code words within the
i of Staff. He will account for
avai | abl e code words and naintain record of each ACTIVE code word. A
record of CANCELLED code words will be kept two years, then returned to the
AVAI LABLE i nventory. The CAMO will verify all ACTIVE code words to the
Joint Staff by 01 t of each year
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b. Nicknanes. N cknanmes may be assigned to real-world events, )
projects, novenents of forces, or other non-exercise activities |nvoIV|nﬂ
el ements of information of any classification category. The nicknane, the
description or neanlng it represents, and the rel ationship of the ni cknanes
and its meaning nmust be unclassified. A nickname is not designed to



achieve a security objective. DOD Regulation 5200. 1R subsection 12-104,
provi des further guidance. N cknanes nmust contain two separate words.

(1) To avoid duplication and anmbiguity, the Director for erations,
Joint Staff (JCS—J3?, has all ocated blocks of al phabetical letters to be
used by unified and specified commands, the Services and conponents of DOD.

(a) USCINCEUR has been _assigned words within the follow ng Letter
Bl ocks: AS-AZ, FGFL, JS-JZ, NMNR and SG SL.

(bL The first two letters of the first word nust be fromthe )

al phabetical bl ocks assigned to USCI NCEUR as |isted above. Correct first
word exanples are "ASPIRE,” "FIGHTER,” "SLOUCH,” etc. Second word can be
sel ected at random

- (2) N cknanmes inproperly selected can be counter-productive. A
ni ckname nust be chosen with sufficient care to ensure that it does not:

(a) Express a degree of bellicosity inconsistent with traditiona
American ideals or current foreign policy;

(b) Convey connotations offensive to good taste, or derogatory to a
particul ar group, sect, or creed;

Na (c) Convey connotations offensive to our allies or other Free Wrld
tions;

(d) Detract fromthe perceived rel evance of the operation
(3) The followi ng shall not be used as ni cknames:

(a) Any two-word conbination voice call sign found in JANAP 119 or
Al l'1ed Conmruni cations Publication (ACP% 119. (However, single words in
JANAP 119 or ACP119 may be used as part of a nicknane if the first word of
t he ni cknane does not appear in Joint Staff code words.);

(b) Conbination of words including the words "project,” "exercise,” or
"operation;”

(c) Words which nax be used correctly either as a single word or as two
wor ds, such as moonlight; or

(d) Exotic words, trite expressions, or well-known comerci al
tradenar ks.

Cc. Exercise Ternms. Exercise terns may be assi gned onlx to tests,
drills, or exercises for the purpose of enphasizing that the event is a
test, drill, or exercise and not an actual real world operation

(1) The exercise term the description or meaning it represents, and
the relationship of the exercise termand its nmeani ng may be unclassified
or classified. A classified termis designed to sinulate actual use of DOD
code words, and nust be enpl oyed using identical security procedures
t hr oughout the pl anni ng, preparation, and execution of the test, drill, or
exercise to insure reallsm

m will follow the sane gui dance as

(2) Selection of exercise ter I
[) through 5b(3) above.

contal ned in paragraphs 5b(l)
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d. Requesting/receiving nicknanme. Conponent commands in theater will

request/recei ve nicknanme itens fromtheir respective Service headquarters

when not involved in HQ USEUCOM di rect ed exerci ses or projects.

9. Use of Joint Code Wrds

a. Joint code words will be activated only to provide for maximm
security on a continual basis to:

(1) Designate a classified mlitary plan or operation



| (2) Desig?ate a chassified geographic location in conjunction with the
pl an or operation; an

(3) Conceal intentions in discussions and nmessages or other docunents
pertaining to a plan, operation, or geographic l|ocation. )

b. The u3|ng agency shal | a33|8g to a code word a specific meaning
classified Top Secret, Secret, or nfidential commensurate with mlitary
security re$U|renents. Code words shall not be used to cover unclassified
meani ngs. he assi gned neani ng does not always require a classification as

high as the classification assigned to the plan or operation as a whol e.

c. Code words shall be selected in such a nmanner that the word used
does not suggest the nature of its neaning.

~d. A code word shall not be used repeatedly for simlar purposes, that
is, if the initial phase of an operation is designated “neaning,”
succeedi ng phases wll not be designated “Meaning I1” and "Meaning I11” but
wi Il have different code words.

10. Code Wrd O assification. Downgradi ng and Decl assification

a. During the devel opnent of a plan or operation, the ACTIVE code word
and its neanlng shal | have the sanme classification. Wen dissem nation of
the plan to subordi nate echel ons or agencies is required, the using agency
may downgrade the ACTIVE code word classification to facilitate
i npl enentati on and execution by other agenci es and echel ons. ACTI VE code
words will not be downgraded bel ow CONFI DENTI AL

b. An ACTIVE code word which is replaced by another avail abl e code word
due to a conprom se, suspected conprom se, or for any other reason, shal
be CANCELLED and cl assified CONFI DENTI AL for a period of two years after
whi ch the CANCELLED code word wi ||l becone uncl assifi ed.

c. In every case, whenever an ACTIVE code word is referred to in a
docunent, its Security classification shall be placed in parentheses
i medi ately followi ng the ACTIVE code word, e.g., LABEL (O

d. Upon changing the classification of an ACTIVE code word or its
meani ng, or canpellnﬂ t he ACTIVE code word and its neaning, the using
agency will notify the CWAQ

11. Security Measures.

a. Using agencies will ensure that personnel who receive knomAed?e of
ACTI VE code words or the neaning of ACTIVE code words are inforned o
pertinent security regul ations.

b. In handling correspondence pertaining to ACTI VE code words, care
shall be used to avoid bringing the code words and their meani ngs together
They will be handled in separate card files, catal ogs, indexes, or lists,
envel oped separately, and di spatched at different tinmes so they do not
travel through mail or courier channels together
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c. Both the code word and its meani ng may be used in a nessage or other
docunent only when it is essential to do so.” Active code words nay be used
i n correspondence or other docunents forwarded to addressees who nay or may
not have know edge of the neaning. |If the context of a docunent contains
detailed instructions or simlar information which indicates the purpose or
nature of the rel ated nmeaning, the ACTIVE code word shall not be used.

~d. Code words shall not be used for addresses, return addresses,
shlpplng designators, file indicators, call signs, identification signals,
or other simlar purposes.

e. The use of CANCELLED code word for the purpose of referring to the
classified meaning originally assigned to it is prohibited. Upon receipt
of notice that a code word has been CANCELLED, conmands or agenci es
concerned will discontinue use of the word. Correspondence between
commands and agenci es of HQ USEUCOM concerning the substitution of new
words for other code words will be specific as to the status of the
repl aced words.



- di scussi ons invo!ving details of a classified plan or
operation which reveal a classified neaning, the use of the related ACTIVE
code word will be avoi ded unless all personnel present or wthin hearing

al so require know edge of the code word. Likew se, whenever an ACTI VE code
word is used_durlnP i scussions, disclosures of information indicating the
rel ated nmeaning wil'l be avoi ded unless all personnel present or within
hearing al so require know edge of the neaning.

f Duri ng
i
I

g. Al nicknanmes will be unclassified.

h. In cases where a classified exercise termis designated to sinulate
actual use of a DOD code word, the provisions of paragraphs 6, 7, and 8a
t hrough 8f above apply.

i. Directorates or offices receiving a docunent or nessage containi ng
an unfanmliar code word, and requiring know edge of the neaning of the
word, will request this information fromthe O

12. Requests and Assi gnnents.
a. Code Wrds.

(1) LBinﬂ agﬁgfies having a requirement for a code word will submt a
request to the The request will include the foll ow ng:

(a) The full meaning to be assigned;

(b) The classification to be assigned to the word and its rel ated
neani ngs;

(c) A conmplete list of the commands/agencies to whomthe code word wil|l
be di ssem nated; and,

) (dL The date of activation and deactivation. (If the term nation date
i s unknown, it should be listed as indefinite.)

(2) Upon receipt of a code word request, the CAMMO will assign a word
and notify the requester. The CWAO will al so dissem nate the word and the
meaning to the Director of Operations, Joint Staff(JCS/J3).

(3) Using agencies originating a code word request will be responsible
for dissenmnation to those commands or staff el enents, other than the Joint
Staff, which have a need to know

b. N cknames and Exercise Terns.
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(1) LBinP a?encies having a requirement for a nicknanegs) or exercise
term(s) should tollow the same gui dance set forth in para 9a.

(2) Wen sel ecting nicknanes and exercise ternms, the originator should

foll ow the guidance in paragraPh 5b and include in the request three or
four choices listed in order of preference.
~(3) Upon receipt of the request, the CWAO wi Il revi ew those nanes
Llsted and approve the one(s) which best neet the criteria established
erein.

(4) After apProvaI of ni cknanes or exercise ternSs , the OWAO wi | |
notify the Director of Operations, Joint staff (JCS/J3) of the activation
of the nicknames or exercise tern(s).

13. Conproni se
a. In the event of a conpronise or a suspected conpronise of an ACTI VE

code word or a classified exercise term the using agency having such
know edge will notify the CMWAO by the npst expeditious secure neans and
request a replacenment. 1In the request for a new ACTI VE code word, the
following terms nmay be used: "conprom se,” "suspected conprom se" or
"excessive di ssem hation.”



b. The directorate or office having know edge of a known or suspected
conprom se of code words or classified exercise teammeanings will notify
t he CWAO and t he responsi bl e agency.

14. Records.
a. The CWAO wi Il maintain a record of:
(1) U S Joint Services Code Wrd | ndex.
(2) Code words made avail able to USCI NCEUR by the Joint Staff.

(3) Code words CANCELLED by using agencies for a two year period after
the dates of cancellation.

~(4) ACTI VE code words and neani ngs not assigned to USCI NCEUR but for
whi ch” USCl NCEUR has been gi ven the neani ng on a "need-to-know' basis.

~ b. _The using agency will account for each ACTIVE code word assigned to
it. The record of the status of the code word will be maintained for two
years after the code word has been CANCELLED, at which tinme the CANCELLED
code word will be returned to the AVAI LABLE |Inventory of the CMQO, and the
record di sposed of in accordance with current practice.

15. Reports and Revi ews.

a. To ensure the accuracy and correctness of code word status, using
agencies will annually:

(1) \Veri fd;\Acl assification and neani ngs of all ACTIVE code words
assi gned by Q.

(2) Review classification and neani ngs of all CANCELLED code words
assi gned by QMO

(3) Sunmt the report "Annual Review and Verification of Joint Code
Wbrds and Meani ngs" as of 1 Septenber to reach the CWAO, ECJ3, by 15
Septenber. Reports will be in two parts: Part | to consist of Code Wrds,
Ni cknanmes, and Exercise Terns (ACTI and CANCELLED?' Part 1l to consist of
meani ngs (ACTI VE and CANCELLED). Parts | and Il w be forwarded
separately and will be classified in accordance with the contents.
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b. Usi nﬂ agencies will continually review the nicknanes and exercise
terns and the neani ngs assigned to those words b%/ CWAO, ECJ3, and submit
appropriate additions, deletions, or changes as they occur. Wen a
ni cknanme or exercise termis no longer required, the using ?‘Eﬁc]:% will
request CWAO to cancel the nicknane or exercise term The CELLED
ni ckname or exercise termw |l then beconme a part of the inactive file.
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Li eut enant General, USA
Chi ef of Staff
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